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Hardware/Software co-design of SM2 encryption algorithm based on the embedded SoC
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2. College of Information Science and Engineering, Hunan University, Changsha Hunan 410082, China)

Abstract: Concerning the problem that the development cycle of existing elliptic curve algorithm system level design is

long and the performance-overhead indicators are not clear, a method of Hardware/Software (HW/SW) co-design based on

Electronic System Level (ESL) was proposed. This method presented several HW/SW partitions by analyzing the theories and

implementations of SM2 algorithm, and generated cycle-accurate models for HW modules with SystemC. Module and system

verification were proposed to compare the executing cycle counts of HW/SW modules to obtain the best partition. Finally, the
ESL models were converted to Rigister Transfer Level ( RTL) models according to the CFG ( Control Flow Graph) and DFG
(Data Flow Graph) to perform logic synthesis and comparison. In the condition of 50 MHz,180 nm CMOS technology, when

getting best performance, the execute time of point-multiply was 20 ms, with 83 000 gates and the power consuption was

2.23 mW. The experimental result shows that the system analysis is conducive to performance and resources evaluation, and

has high applicability in encryption chip based on elliptic curve algorithm. The embedded SoC ( System on Chip) based on this

algorithm can choose appropriate architecture based on performance and resource constraints.

Key words: SM2 algorithm; SystemC; hardware/software partition; Electronic System Level (ESL); cycle-accurate

0 o SM2
SoC
. . IP( Intellectual Property)
. SM2
2010 12 RISC( Reduced Instruction Set Computer)
RSA N
o SM2 o
N o 1
( System on a Chip SoC)
2-3
12014-12-10; 120150120, (61300037) .
(1979 -)

(1990 -)

(1957 -)

(1986 -)



5 : SM2 1413
o 4 1.2 SM2
. SM2 ! A
o 5 B B Pb A Pb
SoC M c
° B, B
SoC C M. : yz =
SM2 X +ax +b ab o
; SystemC SM2 SM2
SM2
: ( Rigister 256 . SM2
Transfer Level RTL) 180 nm
( Complementary Metal Oxide Semiconductor CMOS)
. 1) N N N ;
SoC 2) N ;
‘ 3) 0= kP
4) N N o
1
1.1 CortexMO  SoC °
5 SoC 32 RISC 256 sm2
C3108
o 6 8051 160
ARM CortexMO SM2 °
a1 " "
T( total) = Zul+2u2+2u3+“'+u
N =0 =0 =
. i . T( total) MR A TR
SM2 1. G
T u
SM2
1.
1
1 SoC
1 HW SW SW SW
2 HW HW SW SW
3 HW HW HW/SW SW
. . o SW( Software) N .
4 HW HW HW H/SW
FLASH . SM2 Accelerate 1
( Hardware HW) ARM
SM2 Control o RTL
RANDOM ko )
SM2
2.1 ESL
o Cortex-MO o SRAM o ( Electronic System Level ESL)




35

1414
3.2) k=10Q=0Q+P
. . . 4 Q.
: CTF  DFG
SystemC
C/C++ . wait( ) o
9
o ( Electronic Design
Automation EDA) RTL (P #+0) (P =0)
. 2 .
C ESL )
/ RTL
o ESL o .
° i SystemC Multil (3;% " ;) /Zy]l
SoC
3
o o 3
SystemC o
SM2
SM2
( Control Flow Graph CFG)
( Data Flow Graph DFG)
( Unified Modeling Language UML) SystemC
o CFG
DFG ESL RTL
RTL
2.2
256
Pl ) ! 0 -
L P 3 SystemC
° N SM2
2 o
SM3
2 Sm2 SHA-256 SD-5.SHA-224 =
Addmod . Submod Mulmod Invmod NN
. - DOUBLEP . SM3
PADD. °
2 Montgomery 2.3 TomMath
. 2(~k=2)
AB2U T mod n
209 mod n AB mod n.
MODN 2029 mod n AB TomMath SUN
OpenSSL TomMath
Q= kP ARM o
1) Q=0
2)  MODN; .
3k 255 0 1)
3.1) 0 =20: :2)



5 SM2 1415
N i 3) .
ARM P
256
0 500
o SM3
3
28900
ESL  RTL Linux
VCS( Verilog Compile Simulator) .
o 256 50 MHz
10 s,
20 ms 40 ms
3.1
3
o SM2 o
256 3.2
4 2.1 ESL RTL
o 95% ESL
4 0(252) 1(253) 3(254) 7(255) f{(256) o
4. o
0 RTL Design
Compiler  GSMC 180 nm CMOS 1.62V
4 o
4 /
/um? /mW
MODN 109 544 0.033
PADD 3524840 1.338
4 C ) DOUBLEP 1880673 0.747
Invmod 292930 0.078
Mulmod 271231 0.123
kP_TOP 5580892 2.229
4
7 .12 94% o
1 2
5 «C ) .
256
4
42293 536,
3 o ARM
3 SM2
ESL
SW 10020 489494 11861 11055
ESL 99.5 958 1467 1038
256 SoC
100.7
80 500, o
10, VLSI



1416

35

Ip

publickey cryptosystems on the 8051 micro-controller[J]. Comput—
ers and Electrical Engineering,2007,33(5/6) : 324 —332.

[7] State Cryptography Administration. Public key cryptographic algo—

[1] AL-SOMANI T F, KHAN E A, QAMAR-ULASLAM A M, et al. rithm SM2 based on elliptic curve[ EB/OL]. [2010 - 12 —10]. ht—
Hardware /Software co-design implementation of elliptic curve ceryp— tp: //www. oscca. gov. en/. ( - SM2
tosystems[ J ]. Information Technology Journal,2009,8(4): 403 — [EB/OL]. [2010 - 12 =10 ]. http: //www. osc—
410. ca. gov.cn/.)

[2] TAN F. High-speed coprocessor implementation of ECC algorithm [8] YOU Y. SoC design based on ESL design methodology[J]. China

[D]. Xi’ an: Xidian University, 2009. ( ECC Integrated Circuit, 2011(9): 29 -35. ( ESL
D]. ,2009. ) SoC [J]. , 2011(9): 29 -35.)

[3] ZHOU F, SHIZ, GUO W, et al. High parallel configurable elliptic (9] LI H. CHEN X. Electronic system level design based on SystemC
curve cryptographic processor over GF(p) field[J]. Computer Engi- [M]. Beijing: Science Press, 2010: 9 - 11. ( ’ - SystemC
neering,2012,38(16) : 142 — 144. ( , . (M]. :2010:9 —11.)

GF(p) ECC [J1. ,2012,38 [10] HAU Y W, KHALIL-HANI M. SystemC-based HW/SW co-simu—
(16): 142 —144.) lation platform for System-on-Chip ( SoC) design space exploration

[4] XU J, WANG Z, YAN Y. HW/SW co-design of ECC ASIP[]]. [J]. International Journal of Information and Communication Tech—
Computer Engineering and Design, 2012,33(3): 916 —920. ( nology, 2009,2(1/2): 108 ~119.

ECC [11] HAU Y W, KHALIL-HANI M, MARSONO M N. SystemC-based
[J]’. ’ , 2012, 33(3): 916 -920.) hardware /software co-design of elliptic curve cryptographic system

[5] ZHANG L, CHEN J, HUANG Y, et al. Research and design of cl- for network mutual authentication[J]. Malaysian Journal of Com—

liptic curve cryptosystem SoC[J]. Journal of Huazhong University of puter Science, 2011, 24(2): 111 - 130.
Science and Technology: Natural Science Edition, 2008 ,36(11):52 [12] SUNR, CALC, ZHOU Z, et al. The comparision between digital
-55.( ) , o SoC. signature based on SM2 and ECDSA[J]. Network Security Tech—
[7]. . ,2008,36(11): 52 - nology and Application, 2013(2): 60 - 62. ( s s
55.) , . SM2 ECDSA
[6] SAKIYAMA K, BATINA L, PRENEEL B. HW/SW co-design for [J]. » 2013(2):60 -62.)
( 1384 )
8 ZHAO Y ZHOU F FAN X et al. IDSRadar: a real-ime trs /201244 /201244 pdf.
visualization framework for IDS alerts J Science China 16~ ZHANG X YUAN X. Treemap visualization J . Journal of
Information Sciences 2013 56(8): 1 -12. Computer-Aided Design and Computer Graphics 2012 24(9):
9  HUMPHRIES C PRIGENT N BIDAN C etal. ELVIS: 1113 - 1124, ( ) 7.
Extensible Log VI{S.ualfzation C // Proceedings of the 10th 2012 24(9): 1113 —1124.)
Workshop on Visualization for Cyber Security. New York: ACM
2013:9 — 16. 17 KRSTAJIC M KEIM D. Visualization of streaming data:
10 ALSALEH M ALQAHTANI A ALARIFI A ef al. Visualizing observing change and context in information visualization
PHPIDS log files for better understanding of Web server attacks techniques  C// Proceedings of the 2013 IEEE International
C // Proceedings of the 10th Workshop on Visualization for Conference on Big Data. Piscataway: IEEE 2013:41 -47.
Cyber Security. New York: ACM 2013: 1 -8. 18 ROPINSKI T OELTZE S PREIM B. Survey of glyph-based
1 LI B SPRINGER J BEBIS G et al. A survey of network flow visualization techniques for spatial multivariate medical data J .
applications J . Journal of Network and Computer Applications Computers and Graphics 2011 35(2): 392 —401.
2013 36(2): 567 -581. 19 CHENY HUH LIZ. Performance compare and optimization of
12 LAI J WANG H JIN S. Study of network security situation
awareness system based on Netflow ] . Application Research of ractangular treemap layout algorithms J . Journal of Computer—
Computers 2007 24(8) : 167 - 172. ( Aided Design and Computer Graphics 2013 25( 11): 1623 -
Netflow J . 1634. (
2007 24(8): 167 -172.) I 2013 25(11):
13 SCARFONE K MELL P. Guide to Intrusion Detection and 1623 - 1634.)
Prevention Systems (IDP§  K/OL . 2014 -06 —20 . hup: // 20 KRSTAJIC M BERTINI E KEIM D. Cloudlines: Compact
wenku. baidu. com/link? url = JICw2pW5FMQQpKbU1TBfcFGrz5 display of event episodes in multiple timeseries J IEEE
STCHIbjAysZsRQIDAG3 —BOxvOZeczll _ sNflAq _ 19J0iDFoz— Transactions on Visualization and Computer Graphics 2011 17
K8 Mwsnt40fLOG_rquUZ09ﬂvU$Z_. . . (12) : 2432 - 2439,
14 NEWMAN R. Computer security : protecting digital resources
M . Burlington: Jones & Bartlett Publishers 2009:273 —275. 21 SHI C CUI W LIU S et al. RankExplorer: visualization of
15 GUERRA-GOMEZ ] BUCK-COLEMAN A PACK M et al. ranking changes in large time series data J . IEEE Transactions

TreeVersity: Interactive visualizations for comparing hierarchical

datasets J/OL . 2014 -06 —20 . http: //hcil2. ¢s. umd. edu/

on Visualization and Computer Graphics 2012 18(12) : 2669 -
2678.



